In order to support the operation of wastewater systems a system was developed which allows us to access plant data by standard mobile devices such as WAP mobile phones. This system is suited to complement the standard application of alarm and message systems based for example on SMS or pager services. This technology provides useful options for mobile remote monitoring and remote control of automated plants. This technology is particularly appropriate for the use in remote facilities where no staff is available. The technology has been implemented succesfully and shows how standard IT and Internet technologies can be utilised to support the operation of spatially distributed plants with reasonable effort. Two implementations are presented which access plant data via WAP mobile phones and via mobile pocket PCs. First application experiences are presented.
Introduction
The automation level in wastewater systems (sewer, pumping stations, wastewater treatment plants, monitoring stations, etc.) is increasing rapidly. This development is forced by novel features offered by technical systems such as reliable measurement devices, powerful, non-expensive control and SCADA systems and the commonly available information technologies. In addition, the expectations on wastewater systems are growing even faster. The demands on effluent quality, sustainable utilisation of resources and, even more so, on capital expenditure are challenging. This leads to solutions where small plants and installations will be run in a fully automatic way, resulting in maintenance and supervision with a minimum demand on manpower. Telecommunication technology provides new options for this task. A standard application is the installation of alarm and message systems based e.g. on SMS or pager services. In response to a warning message it is typically still necessary to visit the related location in order to be able to gain more information and to take appropriate measures. This task can be solved more efficiently by methodologies by which all process information can be made available on demand with minimum effort. Among the available options is the use of WAP (Wireless Application Protocol) mobile phones. This technology provides useful options for mobile remote monitoring and remote control of automated plants. This technology is particularly appropriate for the use in remote facilities where no staff is available. This is often the case in smaller decentralised wastewater treatment plants, locally distributed analysers in a sewer network, in environmental monitoring stations etc. (Jeppsson et al., 2002) .
Aims and advantages
Measured values transmitted on-line by telecommunication systems make it possible to record and assess the most recent system status, as well as to find appropriate control measures. Up to now, implementation of this idea in practice has only partly been possible: existing early warning systems read only a limited selection of measured values and do not provide a complete picture of the process. Additionally, the information transmitted merely consists of a relatively unspecific error message which contains too little information for effective elimination of the cause of the error. Previous complex approaches entailed greater requirements on end-devices, the consequence therefore being increased capital and operational expenditure. Through the introduction of WAP technology over the past few years, it is now possible to make advanced information available with little effort, using conventional mobile phones. The implementation of such mobile process information for wastewater systems will be useful for the following reasons: • increased safety through transparent, timely information on the actual condition, • help with the recognition and control of exceptional situations, • facilitation of co-ordinated instrumentation maintenance within the authorities, • savings in travel costs and man hours.
A WAP based information system has been developed by the authors. It is demonstrated for the wastewater treatment plant Magdeburg/Gerwisch (see Jumar and Tschepetzki (2002) for details of the technical solution and its acceptance, as demonstrated by a field test over several weeks).
Technical solution Prototype 1: WWTP information via WAP
The wastewater treatment plant information service via WAP and Internet service was implemented in two different prototypes. The first version was established to allow access of WWTP treatment data via WAP (wireless application protocol) enabled mobile phones. The second version uses a different technology and was tested for presenting WWTP data via HTML on mobile devices like pocket PCs.
The representation of information on the display of the mobile phone is accomplished with the help of WML (Wireless Markup Language). A WAP browser allows us to present WML pages. Using the end-device (WAP mobile phone), the user accesses a central server (e.g. a PC) through the Internet (see Figure 1 ). The Internet is accessed through the WAP service (WAP gateway) of the corresponding mobile network provider. The pages to be presented on the mobile phone need to be available as files on the server. In the application presented an Apache web server (www.apache.org) on a Windows platform was used. The pages -in WAP terminology called "cards" -are organised in so called "stacks" (a list of cards). The WML language allows us to present text information and black and white bitmap graphics and to interact with the user using text input boxes, list boxes and other user interface elements.
To present recent plant information to users, it is necessary to create the WML pages -or at least a part of them -dynamically at the moment the user requests the recent information. Table 1 presents the approach followed for the application tested. The list of components - Windows, Apache, C-CGI, Dialer, Data server -used summarises the approach presented in Table 1 . Figure 2 shows extracts of pages of the information system. A potential alternative implementation of the system is possible without any involvement of the WAP service of the mobile network provider. In this case, a so-called WAP gateway software needs to be installed on the server PC and at least one GSM modem has to be installed. If the server is implemented on the same PC which provides the data of the remote facility, then no additional computer for a WAP gateway, nor a GSM modem are required anymore. Step 1: Log-in The start page presented to an user entering the service is a static page (dialog) where the user is asked for his user name and password. Once this information has been filled in, the user selects the link "Enter" which will start a so-called CGI (common gateway interface) script on the server. For the presented solution, the CGI program was written in ANSI C. The user name and password are submitted to this program which will perform a number of actions. The first task is verification of the user. The list of registered users are stored in a XML file. For each user the password (encrypted), an index number which defines the related WWTP, the name of a file containing the recent plant data and a list of template pages are given.
Step 2: Retrieving As it is assumed that the treatment plant is not connected permanently to the Internet, recent plant data the WAP server must acquire the most recent data via a dial-up connection. The dialer program was developed using C++ for a Windows operating system. The CGI script informs the dialer program that the recent data for a specific plant are required. The dialer program opens an ISDN connection and a TCP protocol for a short time. On the demonstration treatment plant (Magdeburg-Gerwisch, 300.000 PE), a data server is available. For transmission of the recent plant data the protocol ACPLT/KS (Enste et al., 1999) is used. The data received by the dialer program is stored in a XML file. After the data are received, the dial-up connection is closed and the dialer program notifies the CGI program via the socket connection that the data are now available. The whole step usually takes only a few seconds (3-5 s).
Step 3: Generation The starting point for this task are template pages, which are generated manually. of WML pages The template pages already contain all static elements such as text and navigation options. In addition place-holders are used to mark the kind and location of elements which must be dynamically generated from the recent plant data.
Step 4: Navigation After the generation of the WML pages, the user can navigate through these pages. If a WAP stack of WML pages (cards) is loaded into the mobile phone it is even possible to close the mobile telephone call to the service provider and to browse through these pages off-line.
Figure 2
Example pages for data presented on a WAP mobile phone Prototype 2: WWTP information via HTML on mobile pocket PCs
The second version of the prototype was developed to allow mobile access to plant data via pocket PCs or similar devices. This class of mobile devices are able to present conventional HTML pages using an internal web browser. As the difference between HTTP servers and WAP servers is not significant, it would be possible to use the same technology, slightly modified, as for the WAP service described above. But experiences gained for the WAP service prototype discovers a number of drawbacks of the technology used:
• Using ANSI-C as a CGI script language is very time consuming and ineffective. Programming errors have fatal implications. • The support for the typical programming tasks using C is not sufficient. Especially for the tasks • user management • parsing of text files • parsing of XML code • communication via sockets • generation of WBMP, JPG and PNG bitmaps C does not provide good programming comfort. At least the support for these tasks are not part of a standard C package. • Data management only via files (even if XML is used) is not flexible enough.
For these reasons, a different technology was used for the second version of the prototype. The server-side programming tasks are now performed using the script language PHP4 instead of C-CGI programs. To support the data, content and user management a database (mySQL) was used. Thus the second prototype can be summarised by the components used: Windows, Apache, MySQL, PHP, Dialer, Data server.
The generation of dynamic HTML pages using PHP can be done in two ways. The first option is to include the PHP code in a static HTML page. The server will execute this code before providing the requested code and will place the output of the code on the original place of the code instead. This is very similar to the approach used for the WML pagestemplate pages and place-holders. The second consists in a direct request for PHP programs by the user. This program will generate HTML code which is presented to the user.
For the WWTP information system the first approach is applied. Thus for each plant, a set of conventional HTML pages must be generated where PHP function calls are included in all necessary places.
Log-in. Each page contains as one of the first items a PHP call which ensures that only registered users are able to access the page. The user management is organised by a mySQL database containing the user and access right information. For each session, a log-in dialog is started to prompt for user name and password as shown in Figure 3 . The snap-shot in Figure 3 was obtained from a standard browser on a desktop PC but the same dialog will appear on a mobile pocket PC (see Figure 5 ). If the verification is successful, a cookie is used to verify the user during the following session. The necessary management functions are part of the standard PHP package.
Retrieving plant data. During the log-in, the same procedure is used to obtain the recent plant data as for the WAP service: Via a socket communication a dialer program is triggered to establish a dial-up connection to the related plant and to receive the recent data. The received data are stored into the mySQL database. This allows access to the data with better performance and better comfort compared to the first prototype, where the data was saved in XML files. The start page will be presented on the browser of the user.
Presentation of dynamic content and navigation.
In contrast to the first prototype in which during the log-in procedure all pages are parsed and generated, for the second prototype (HTML) version each page is generated on the fly (at the moment the user requests a page). To include recent plant data into the HTML page, a preliminary set of PHP functions is available (Table 2) . Figure 4 demonstrates the presentation of dynamic data. The HTML page on the left shows the recent influent distribution (step feed) using bar graphs. The table on the right presents the recent influent load. The values displayed are calculated directly in the HTML page via PHP based on recent data available in the database. The PHP code for the load calculation and presentation is listed on the right.
The example pages in Figure 4 show on the top of each page a menu-oriented navigation bar. The necessary HTML code for the navigation on each page is generated automatically from the logical structure of all pages. For future version it is planned to extend this function to a full content management system. This is necessary to organise full scale projects with a reasonable effort.
Presenting HTML pages on mobile devices. For the demonstration of the prototype a Compaq Pocket PC with the Windows CE operating system was used. For the time being, a number of restrictions of theses devices has to be considered: • limited screen resolution: special HTMP page design, • non-intelligent browser (no Java, no Java Script), • limitations of browser (e.g. no cascading style sheets support), • bandwidth (e.g. 9600 baud for GSM protocol).
Considering these constraints, the presentation comfort is sufficiently good. In Figure 5 a photo of a page with time series is presented on a pocket PC. Access to information must be protected by a password in order to meet security requirements. In addition, exclusive reader data access is planned. By pre-selection of the information to be shown, a simple user configuration is intended. For example, only critical parameters and the most relevant information are displayed.
In order to utilise a pocket PC (or similar devices) within this context a connection to access the internet is required. This can be done in the area of radio LAN networks via a radio LAN card, or more generally, by a GSM modem which is available as a separate smart card or by a data enabled mobile phone. There are already pocket PCs available which already contain radio modems (GSM, GPRS) and it can be assumed that this will become the standard for future generations.
Conclusions and outlook
A mobile on-line information system for wastewater facilities can provide a significant contribution to the increase in efficiency in operating such systems. In particular, the favourable cost-benefit relationship of the proposed solution is considered to be particularly beneficial. As the example described demonstrates, such a system comprising the essential features has been developed and successfully tested on a wastewater treatment plant.
A second version was developed based on the experiences of the first implementation. This second version was especially designed to include remote data access via pocket PCs using standard HTML applications. Both services, access via WAP and access via HTML, are very similar and can easily be combined. For future versions of the system, the second approach presented appears to be favourable. The combination of a Web server (Apache) with a modern script language (PHP4) and a database (mySQL) allows rapid and powerful developments in this area.
One obstacle observed for easy application of such a system is the access from the web or WAP server to the system containing the plant data, typically a SCADA system. It has to be stated that these systems are still not providing standard gateways for data access. At least for the access of the most recent values of measurements, OPC (OLE for process control) is available for an increasing number of systems running under a Windows operating system. To load time series, messages or other specific data usually proprietary interfaces are required. If this problem is solved, one still has to face an considerable configuration effort to relate SCADA system variable names (tags) to meaningful measurement locations and names and to configure the data presentation in HTML or WAP pages. To overcome this problem a new project was started recently, which investigates options to use a XML based, self-explaining data description to allow automatic generation of WAP or HTML pages based on the plant data received.
